General information:

This document contains initial ideas for the questionnaire. It is organized as follows:

Hardware – the part related mainly to devices for detection, acquisition and analysis of sound and image. Should it be filled by all end-user? In INDECT project it is related to WP1 and WP7.

Security and privacy – the part currently related to access levels, law, and allowance of different procedures mentioned in other parts of the questionnaire. Should it be filled by all end-users? In INDECT project it is related to WP8.

Events – the part related mainly to detection of threat, important events, recognition of an attempt, etc. Should it be filled by end-users accustomed with monitoring and field work? In INDECT project it is related to WP1.
Workflow – the part related mainly to messaging, reporting. Should it be filled by end-users accustomed with monitoring and field work? In INDECT project it is related to WP7.
Please analyze, review, and extend it with your own ideas and questions. Please send extended versions back to GUT (szczuko@sound.eti.pg.gda.pl) until May 22nd for post-processing (then it will be formatted for printing and filling by handwriting). After May 29th it can be distributed to end-users.
INDECT END-USER QUESTIONNAIRE

	Author (institution)
	Description
	Date

	Piotr Szczuko (GUT)
	Initial Draft. To be extended by other partners of WP1, WP7, WP8 until May 22nd. Send extended version to:

szczuko@sound.eti.pg.gda.pl 
	May 7th, 2009


The document should be distributed in digital or physical form among operators of monitoring centers, police officers, security forces, etc. They could answer any number of questions they are able to. Any answer will be useful. It is not aimed at testing knowledge. Contrary, it gathers personal opinions, expectations, subjective reflections, some quasi-knowledge, quasi-definitions. We will process it and extract significant information, perhaps asking for clarification later.

HARDWARE

Do you have any experience with digital systems for biometry:

- Iris scanner?
( YES / ( NO
Find it useful?
( YES / ( NO

- Fingerprint scanner?
( YES / ( NO
Find it useful?
( YES / ( NO

- Face 3D scanner?
( YES / ( NO
Find it useful?
( YES / ( NO

- name other and state it usefulness


Do you have any experience with following devices? Try rate the experience using scale 0(10.

· motion detector in camera images
experience:

· digital photo cameras
experience:

· mobile phones
experience:

· PDA class computers
experience:

· notebooks
experience:

· standard PC with Linux
experience:

· standard PC with Windows
experience:

· analog video recorders e.g. VHS tape
experience:

· digital video recorders e.g. hard disk recorders
experience:

· analog video cameras
experience:

· digital video cameras with IP interface
experience:

· digital video cameras with DVD disk recordings
experience:

· flash memory cards (e.g. MMC, SD) or USB pendrives
experience:

· microphones
experience:

· are any other important electronic devices useful in your work?


If you have experience with following devices, try do declare what features are sufficient for proper utilization in your work:

· video cameras:

· image resolution: ( TV standard, ( 1MegaPixel, ( other:


· frame per second: ( 8 frames, ( 10 frames, ( 12 frames, ( 15 frames, ( other:


· video recording systems:

· retention time: ( 24 hours, ( 4 days, ( 1 week, ( 1 month, ( other:


· computer monitor:

· resolution: ( 800x600, ( 1024x768, ( other:


· mobile transmission devices:

· speed: ( 128 kbps, ( 256 kbps, ( 512 kbps, ( 1Mbps, ( other


If you have experience with following software, try do declare what features/which versions are sufficient for proper utilization in your work:

· Windows operating system:

· Version: ( Windows95, ( Windows 98, ( Windows XP, ( Windows Vista

· (to be extended)

For emergency commanding center would you use? Try rate the usefulness (0(10 scale):

· Multi-monitor PC computer?
( YES / ( NO
usefulness:


· Mobile phone?
( YES / ( NO 
usefulness:


· Mobile communicator?
( YES / ( NO 
usefulness:


· Location visualization on maps?
( YES / ( NO 
usefulness:


· Other (name them and rate usefulness):


What influence can presence of sound have in recordings from monitoring systems

· it widens range of possible events to be detected
( YES / ( NO

· it allows to detect if someone is in danger
( YES / ( NO

· it is confusing because of street noise level
( YES / ( NO

· what else in your opinion?


What are important and useful means of communication with forces in the filed?

· Performing text communication
( YES / ( NO

· Performing voice communication
( YES / ( NO

· Sending a picture with a part of the map
( YES / ( NO

· Sending a photo of a suspect or wanted person
( YES / ( NO

· Sending a video clip from monitoring system
( YES / ( NO

· Sending other audiovisual material
( YES / ( NO

· what else in your opinion?


Which technical means can be useful in the field?

· Video recording with miniaturized digital camera
( YES / ( NO

· Making a photo
( YES / ( NO

· Viewing live stream from monitoring cameras
( YES / ( NO

· Contacting a monitoring center by voice communication
( YES / ( NO

· Recording an audio clips and memos for reports
( YES / ( NO

· Making a photo of a personal ID of the verified person and sending it to the center
( YES / ( NO 

· Is it allowed in your country?
( YES / ( NO

· Making a photo of a person and sending it to the center 

· Is it allowed in your country?
( YES / ( NO

· Is a digital material after a major processing still suitable as a evidence in the process / in court? ( YES / ( NO

· what else in your opinion?


What features need to be fixed in current generation of hardware? Try to rate the importance (0(10 scale):

Technical parameters:

· Transmission speed
importance:


· Image quality
importance:


· Data retention times
importance:


· what else in your opinion?


Software functionality:

· User friendliness
importance:


· Clarity of graphical user interfaces
importance:


· Map precision
importance:


· what else in your opinion?


Communication functionality:

· Voice quality
importance:


· Image quality for teleconference
importance:


· what else in your opinion?


Workflow:

· Less paperwork
importance:


· Automatisation of procedures
importance:


· what else in your opinion?


Which procedures are suitable for computerization? Try to rate the importance (0(10 scale):

· Reporting
importance:


· Passing of monitoring data
importance:


· what else in your opinion?


Requirements and expectations on emerging technologies on above systems.

Try to express your expectations on new generation of systems for monitoring, communication, management (as suitable for your profession):


SECURITY AND PRIVACY

Who should have what access level to for monitoring system? V is for Viewer, O – Operator, A – administrator.

· viewing alerts and audio/video streams
V: ( YES
O: ( YES
A: ( YES

· reacting to alerts 
V: ( YES
O: ( YES
A: ( YES

· operating cameras 
V: ( YES
O: ( YES
A: ( YES

· configuring rules for alerts 
V: ( YES
O: ( YES
A: ( YES

· configuring camera routes 
V: ( YES
O: ( YES
A: ( YES

· forwarding alerts to selected forces in the field 
V: ( YES
O: ( YES
A: ( YES

· what else in your opinion?


After filling all the questionnaire try to review it and name the activities that are not allowed by law in your country:

· What is not allowed?


EVENTS

What is dangerous / atypical / typical behaviour in city streets, highways, public transport, stadiums, airport, etc.? What focus your attention in these places?

· city streets, sidewalks:

· man on the road 
( YES / ( NO?
what type of danger can it suggest?


· running 
( YES / ( NO? 
what type of danger can it suggest?


· laying man 
( YES / ( NO? 
what type of danger can it suggest?


· falling 
( YES / ( NO? 
what type of danger can it suggest?


· fighting 
( YES / ( NO? 
what type of danger can it suggest?


· for city streets: what else in your opinion?


· highways:

· man on the road 
( YES / ( NO?
what type of danger can it suggest?


· a car pulling over 
( YES / ( NO? 
what type of danger can it suggest?


· driving in wrong direction 
( YES / ( NO?
what type of danger can it suggest?


· stopping abruptly 
( YES / ( NO? 
what type of danger can it suggest?


· speeding 
( YES / ( NO? 
what type of danger can it suggest?


· for highways: what else in your opinion?


· public transport:

· a man sitting for more that one cycle
( YES / ( NO?
what type of danger can it suggest?


· moving quickly
( YES / ( NO? 
what type of danger can it suggest?


· sitting/laying on the floor 
( YES / ( NO?
what type of danger can it suggest?


· left luggage
( YES / ( NO? 
what type of danger can it suggest?


· for public transport: what else in your opinion?


· stadium:

· a man still sitting after the game
( YES / ( NO?
what type of danger can it suggest?


· moving quickly
( YES / ( NO? 
what type of danger can it suggest?


· throwing an object
( YES / ( NO?
what type of danger can it suggest?


· left object
( YES / ( NO? 
what type of danger can it suggest?


· going outside the stand
( YES / ( NO? 
what type of danger can it suggest?


· entering the field
( YES / ( NO? 
what type of danger can it suggest?


· for stadium: what else in your opinion?


· airport:

· a man sitting for too long
( YES / ( NO?
what type of danger can it suggest?


· running
( YES / ( NO? 
what type of danger can it suggest?


· sitting/laying on the floor 
( YES / ( NO?
what type of danger can it suggest?


· left luggage
( YES / ( NO? 
what type of danger can it suggest?


· walking in wrong direction
( YES / ( NO? 
what type of danger can it suggest?


· for airport: what else in your opinion?


What is generally dangerous / atypical / behaviour (staggering, fainting, loitering)?


How would you recognize a particular person that is of following type? Is it a dress, behavior, what type?

· burglar


· pickpocketeer


· thief


· drug dealer


· drug addict


· lost kid


· pedophile


· terrorist


· hooligan


· what other persons can pose a threat?


Try to describe how to recognize threat or attempts of:

· pulling a gun attempt


· stealing a car attempt


· physical attract attempt


· breaking in attempt


What are the most important symptoms?

· Looking around? 
( YES / ( NO?

· Running with looking around repeatedly? 
( YES / ( NO?

· Loitering? 
( YES / ( NO?

· Standing near the door / car for too long?
( YES / ( NO? 
How long?


· what else in your opinion?


How to predict an intent of the vandalism, e.g. graffiti, breaking a window, etc.?

· Running
( YES / ( NO

· Hiding
( YES / ( NO

· Holding a brick or other heavy object
( YES / ( NO

· Holding a can (possibly spray can) 
( YES / ( NO

· Lurking
( YES / ( NO

· what else in your opinion?


What visual and audio cues imply that a person needs help?

· Fainting
( YES / ( NO
possible danger:


· Staggering
( YES / ( NO 
possible danger:


· Waving hand
( YES / ( NO 
possible danger:


· Shouting
( YES / ( NO 
possible danger:


· Covering a face with one or both hands
( YES / ( NO 
possible danger:


· Holding his belly
( YES / ( NO 
possible danger:


· Bending forward
( YES / ( NO 
possible danger:


· what else in your opinion?


Which type of movement indicates dangerous event in dense crowd? Try to define type of danger:

· Gathering in one place from all other directions
( YES
possible danger:


· Running away from a single point 
( YES
possible danger:


· Disturbing current flow of a crowd 
( YES
possible danger:


· what else in your opinion?


WORKFLOW

Describe current procedures and flow of data in your system (workflow) (who, what, to whom, why):


During the work, how data, messages, intelligence, etc. are passed between command stages?

From field forces to operator?

From operator to commander?

Back from commander to operator?

Back form operator to field forces?

What are correct stages and order of them?


For how long can operator effectively observe multiple video streams?


And how many of them?


Are cameras moving automatically or are fixed (give ratio of moving to fixed, e.g. 30/70 or 0/100)


What information regarding work shift of a police in the field is always reported?

· Time on street?
( YES / ( NO

· Route?
( YES / ( NO

· Description of intervening?
( YES / ( NO

· Talks with bystanders?
( YES / ( NO

· What else from your experience?


How to report: 

· answering emergency call


· intervening


· controlling


· selecting and exporting important video segment from monitoring systems


Which detected events should be automatically redirected to other forces?

· to fire-brigade?


· to medical emergency?


CRISIS MANAGEMENT PORTAL QUESTIONS
Who except the police forces should be the user of the Crisis Management Portal (0-10):

Other forces like: 

Civil protection: ………………………………………………………………….......importance: ………
Fire fighters:…………… …………………..………………………………………...importance: ………
NGO such as the Red Cross, Médecins Sans Frontière, etc.:. ………………….......importance: ………
Ambulance services:…………………..…………………… …………….................importance: ………
Liaison officers of military organisations:…………… ……………….………….....importance: ………
Witnesses (may reports crime, send video from crimes scenes or dangerous situations, suspicious behaviour):………………………………………………………………………………………importance:………
Citizens (Portal may be used to calm/warn/inform people about police actions) :……...........importance………
Mass media (Portal may be used to publish audio/video/text materials for the journalists):...importance………

Evaluate at which phase of crisis management circle the Portal may be most useful (1-10 points)
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Preparation:….…………………………………………………………….……......importance: ………
Response:…….………………………………………………………………….......importance: ………
Recovery:…….………………………………………………………………….......importance: ………
Prevention and mitigation:..…………………………………………………….......importance: ………
Evaluate usability of Crisis Management Portal at different command level (1-10)

Tactical….…………………………………………………………….…….......importance: ………
Operational….…………………………………………………………….…….importance: ………
Strategic….…………………………………………………………….……......importance: ………
What information would you expect to find on the Crisis Management Portal 

Documentation of procedures how to react in crisis situation ( YES / ( NO (what kind of procedures, e.g. gunshots in public places, riots, bomb attack, terrorist etc ): 



Information about people ( YES / ( NO ( e.g. criminalists, contact persons for different kind of treats/crime types, contacts for other persons sharing the same interests) others? 


Information about different kinds of threads ( YES / ( NO: e.g. descriptions of: chemical materials, explosives, guns etc. (including photos, video, technical specifications)

Video/audio stream from monitoring cameras, witness’ videos ( YES / ( NO

Spatial information (maps) ( YES / ( NO

Are you interested in having a search engine, which take into account not only the typed keywords, but also similar words, for example, For phrase  “bomb tnt” will find also documents containing phrases like “explosives”, “gelignite”, “detonation”, etc. ( YES / ( NO   
Are you interested in automatic correlation between different types of content. 
For example, when searching for documents about explosive materials additionally to the main document Portal recommends also the contact to experts, procedures how to evacuate people, similar cases etc.    ( YES / ( NO   
Do you thing that it may be useful when the portal personalises its content based on your previous history of watched documents and history of other user sharing the same context ( YES / ( NO   
Do you think it may be useful, if the portal is capable to automatically recognise users’ profiles and serve them appropriate content ( YES / ( NO   
Do you think that the portal should automatically adopt its content based on current context and take into account choices done by other users  ( YES / ( NO   
